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▎ SECTION 01 — THE PREMISE

A water utility is not one building. It is a public trust
with dozens of unlocked doors.
A water utility's footprint is not a single hardened facility. It is a distributed portfolio of district offices, pump
stations, reservoirs, and operations yards spread across an entire service territory — many with soft or
nonexistent perimeters, watched, if at all, by cameras no one is looking at in the moment that matters.

The U.S. Department of Homeland Security designates Water and Wastewater Systems as one of sixteen
critical infrastructure sectors for a specific reason: disruption of the ability to supply water or manage
wastewater “would have a debilitating effect on national security, economic stability, and public health and
safety.”1 Every reservoir, pump station, and operations yard in a utility's footprint sits somewhere on that
chain of consequence.

Most security thinking still treats this as a fence-and-camera problem: install cameras, record everything,
respond if something happens. That model produces a video file after an incident. It does not produce a
deterred incident.

A camera that only records is a witness. A camera that is watched, verified, and
acted on in real time is a deterrent. Water infrastructure needs the second kind.
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▎ SECTION 02 — THE RECORD

86% of every detected subject leaves before
anything happens.
Preventive Monitoring works through one deliberately simple mechanism, executed with discipline: an audible
challenge is the program's core deterrence action — a live verbal warning issued to a detected subject by
trained monitoring personnel, describing their location and appearance and instructing them to leave the
property immediately. An After Action Report (AAR) is generated only when that challenge escalates into a
documented incident.

86%
SINGLE-CHALLENGE RESOLUTION
Detected subjects who disperse after
one audible challenge and never appear
in an incident log

72%
TRESPASSING & LOITERING
Share of classified incidents that are the
visible, lower-severity tip of the exposure

~1 in 4
POLICE DISPATCH RATE
Escalated incidents severe enough to draw
an actual law-enforcement response

Across a multi-year Silver Strike monitoring engagement spanning 56 water-utility sites — district offices,
pump stations, reservoirs, and operations yards — that discipline logged roughly 594 audible challenges
against 82 After Action Reports. Read the other direction: more than 500 detections resolved themselves at
the lowest-force rung, before a single report had to be written, an investigation opened, or a law-enforcement
agency called.

“Most of the time” is not “every time,” and the exceptions are exactly where the real risk — and the real
argument for continued investment — lives. The same operational record showed that roughly 58% of
escalated incidents involved some law-enforcement contact. These are not nuisance-level events being logged
for the sake of paperwork. They are exactly the events a utility needs a monitored, trained response layer
positioned to catch.
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▎ SECTION 03 — WHAT THE INCIDENT LOG DOESN'T SHOW

Three risks that don't show up in a filename.
A high share of low-severity, opportunistic contacts is the expected signature of a deterrence program that is
working — most people who wander onto a water utility site are not committing a targeted crime, and most
are turned away by a challenge before anything worse happens. The risk is not in that headline share. It is in
the fact that “trespassing” and “loitering” are catch-all labels that, on inspection, can contain at least three
materially different threats.

Youth & Social-Media
Risk-Taking
Minors climbing tanks, reservoirs, or
elevated structures for photo and
video content. A fall from a water
tank is a life-safety event, not a
property crime — and a single viral
incident creates regulatory and
reputational exposure
disproportionate to a “trespassing”
label. Only a monitored human layer
catches the climb before it becomes
the fall.

Transient Encampment
Activity
Break-ins for water access, fires
started for warmth or cooking,
and ongoing camping on utility
property. A life-safety, property,
and continuity risk that recurs
rather than resolves — the exact
profile continuous monitoring is
built to contain before a campfire
becomes a structure fire.

Soft-Perimeter
Reconnaissance
The most severe and most
understated category. A site with
no hard perimeter can be probed
and assessed by a patient
adversary with none of the
friction that trespassing at a
hardened site creates. It looks
identical to ordinary loitering until
the intent behind it becomes
clear — usually only after
something worse has already
happened.

None of these three categories will surface as its own line item in an incident tally built from filenames alone.
They have to be watched for deliberately, by people trained to recognize the difference between a bored
teenager and a subject conducting target assessment — which is precisely the judgment a passive,
unmonitored camera system cannot make.
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▎ SECTION 04 — WHY THIS CAN'T BE BUILT IN-HOUSE

The expertise, the training, and the economics don't
exist inside a water utility.
Water utilities are experts in water — treatment, distribution, regulatory compliance, water quality. That is the
core competency, and it is where a utility's staffing, training budget, and institutional knowledge should be
concentrated.

Running a 24/7 remote-guarding operation is a different discipline entirely. It requires AI-assisted detection
tuned to real site conditions, human threat-verification protocols, de-escalation-trained monitoring personnel
— often with military or law-enforcement backgrounds — and a direct law-enforcement coordination
workflow refined over thousands of real dispatches. None of that is assembled quickly, and none of it is cheap
to get wrong.

A water utility that tries to build its own monitoring center is not adding a security
team. It is standing up a second company, inside the first one, to do work it was
never staffed, trained, or insured to do.

Building that capability internally means hiring and retaining 24/7 shift coverage, developing challenge and
escalation protocols from first principles, and absorbing the liability of undertrained staff making real-time
judgment calls under pressure. It means carrying the full employee overhead that comes with all of it —
workers' compensation, liability insurance, turnover, and ongoing training costs that scale with headcount, not
with actual risk. None of that is a one-time expense. It is a permanent operating burden layered on top of a
utility's real mission — a burden most water utilities were never built to carry well, because it was never why
they were built.

The outsourced model inverts the economics. A specialist provider spreads the cost of detection technology,
monitoring staff, training, and law-enforcement relationships across an entire client base — making a level of
capability available to every site that no single utility could build economically at any one site on its own.
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▎ SECTION 05 — A LAYERED MODEL

Detection that starts at the fence line starts too late.
Preventive Monitoring's close-range layer — cameras paired with a live audible challenge — performs well
once a subject is at or inside the immediate perimeter; the operational record in Section 02 demonstrates that
directly. But close-range detection means the response clock starts only after a threat has already reached the
fence line. For a utility's highest-value sites — reservoirs and large operations yards, where the consequence
of a successful intrusion is greatest and the perimeter is often softest — that is not far enough out.

Extending the detection horizon outward is the next layer. Long-range, all-weather ground-based surveillance
radar is an established, industry-recognized category for critical-infrastructure perimeter protection, providing
continuous detection of people and vehicles at ranges far beyond camera-only coverage.2 Deployed as an
outer layer at reservoir and large-operations-yard sites, it complements — rather than replaces — the
camera-and-monitoring core, so a threat can be identified and tracked well before it ever reaches the core
complex.

This is architecture, not a shopping list. Detect, deter, delay, deny: aerial and ground-based robotic patrol
platforms, subterranean fiber-optic sensing for ground disturbance along soft perimeters, and radio-frequency
sensing for unauthorized devices near sensitive sites all extend the same principle further outward — each
layer sequenced by site-specific risk assessment, not deployed uniformly, and each layer buying time and
information for the one behind it.
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▎ SECTION 06 — THE SILVER STRIKE APPROACH

The same posture we bring to military and
critical-infrastructure sites, brought to yours.
Silver Strike's monitoring personnel are trained to the standard used on military installations, borders, and
other high-consequence environments — not a repurposed retail guard-tour model applied to a different
industry.

What the engagement produces.

01 Continuous, AI-assisted detection with human verification.
Real-time analysis flags potential threats; a trained monitoring operator verifies before any action is taken.

02 A live audible-challenge protocol.
Backed by an escalating, layered denial system when a verbal warning alone is not sufficient.

03 A direct law-enforcement coordination workflow.
Real-time situational intelligence and video handed to responding officers, refined over thousands of real
dispatches.

04 Documented After Action Reporting.
Every escalated event produces a defensible, insurance-grade record — not a folder of unreviewed clips.

05 A recurring, site-prioritized risk profile.
Ongoing analysis of where a portfolio's exposure concentrates, and where the next investment should go.

The best outcome of a Silver Strike Preventive Monitoring engagement is the one
nobody notices — a year in which every attempted intrusion ended with a subject
leaving the property, not a headline.

Begin the conversation.
A review of your existing site portfolio is enough to scope a meaningful engagement. There is no obligation
attached to the first conversation — only the quiet advantage of knowing exactly where your systems, and
your sites, actually stand.
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1. Department of Homeland Security, Cybersecurity and Infrastructure Security Agency, "Water and Wastewater Systems,"
cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors/water-and-wastewater-sector
2. Security Magazine, "Protecting Critical Infrastructure with Radar,"
securitymagazine.com/articles/99402-protecting-critical-infrastructure-with-radar
Operational figures (audible challenges, After Action Reports, resolution and dispatch rates) are drawn from Silver Strike's own remote-guarding
operational archive across multi-year water-utility monitoring engagements. Client and site identities are withheld to preserve confidentiality.
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